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Summary
What We Did
As a part of our ongoing review of Martin County (“County”)
departments we reviewed the fuel management practices
implemented by Vehicle Maintenance (VM), a division within the
General Services Department (GSD).
The County has approximately $176,000.00 pending in gas tax
refunds with the Florida Department of Revenue (DOR). The County’s
last gas tax refund application was approved by DOR for the quarter
ending December 31, 2017. DOR uses the following factors to
determine the appropriate refund amount:
Beginning Inventory
(+) Gallons Purchased
(‐) Closing Inventory
=
Total Consumption
Our review focused on gaining a better understanding of how VM
determined beginning and closing (ending) fuel inventory as
represented on the quarterly refund applications.
What We Found
This is the first internal audit report performed on the County’s fuel
management practices.
Although the County bought fuel at
competitive prices and sold fuel at competitive prices to internal and
external customers, opportunities exist for improvement in: (a)
determining ending/beginning inventory; fuel inventory controls;
access to the FuelMaster Fuel Management System (“FuelMaster”);
and, segregation of duties.
Determination of quarterly ending fuel inventory needs
improvement
The County has multiple methods for determining ending fuel
inventory. Methods include two types of tank monitor units, level fuel
gauges and physical, wooden, stick readings. We assessed the
County’s determination of ending fuel inventory for multiple locations
with varying results.
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Fire Station #30 (1,000 gallon clear diesel tank) – Pneumercator
tank monitor unit: Since replacing the pulser on March 4th, the
Pneumercator tank monitor unit appears to be an effective tool for
monitoring consumption. However, prior to identifying the problem,
FuelMaster system consumption exceeded calculated consumption by
4,329 gallons.
Performing a monthly fuel tank reconciliation could have identified
the pulser problem sooner.
Fire Station #14 (500 gallon clear diesel tank) – Manual Stick
Reading: ending fuel inventory is determined by manually dipping a
wooden stick into the tank and recording the corresponding depth
value in inches. The depth value is subsequently converted into
gallons using a chart obtained from the tank manufacturer.
The manual stick reading process for determining ending diesel fuel
inventory was effective for Fire Station #14.
Indiantown Annex (2,000 gallon gasoline and 1,000 clear diesel
tanks) – Veedor‐Root tank monitor unit: the Veedor‐Root tank
monitor unit appears to be an effective tool for monitoring
consumption.
Aviation Way [Stuart] (10,000 gallon gasoline and 10,000 clear
diesel tanks) – Level Gauge: the level gauge appears to be an effective
tool for monitoring gasoline consumption; however, there were some
inconsistencies with diesel consumption for the quarter ending
December 31, 2018, when FuelMaster recorded consumption
exceeded calculated consumption by 1,061 gallons.
Specific concern was the period between December 31, 2018 at
7:48:02am and January 1, 2019 at 12:00:00am, when FuelMaster
system consumption exceeded estimated consumption by 646.00
gallons. On June 26, 2019, we sought assistance from DOR in resolving
this discrepancy and acknowledged that one reason for the
discrepancy could be that the dispensing unit is recording inaccurate
data. DOR offered the following additional insight:
“The only other thing we can think of is possibly the beginning inventory
may be understated or the ending inventory overstated… If you all are
using stick readings, please make sure the inches are being converted
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correctly. If you all are using some type of automated reading, please
make sure they are calibrated correctly.”
Although the above discrepancy cannot be definitively explained,
VM’s process of determining of ending inventory, which becomes the
next quarters beginning inventory, by “adjusting” ending inventory to
90% of tank capacity has the potential to be a root‐cause. Specifically,
VM acknowledged that when the level gauge reading, or other fuel
reading methodology, results in ending inventory in excess of, or
close to, tank capacity, it will reduce ending inventory to 90%1 of
maximum tank capacity. However, the process of “adjusting” ending
inventory downward will increase consumption in the current
quarter and understate beginning inventory for the next quarter.
VM offered that “adjusting” ending fuel inventory to 90% of tank
capacity has been its practice for quite some time.
Internal controls over fuel inventory need strengthening.
Fueling locations at the County Landfill (“Landfill”) and Halpatiokee
Park (“Park”) are not being monitored by the FuelMaster system.
The 1,000 gallon clear diesel (on‐road) tank at the Landfill is not being
monitoring by the FuelMaster system. Some of the taxes paid on
purchases of clear diesel fuel is eligible for a refund. However, because
the consumption is not monitored, the County is unable to request
reimbursement of eligible taxes paid. Purchases totaled $16,993.43
during the audit period. Using the most recent refund rate established
by DOR, equates to a potential refund of $2,5662. In addition to
applying for a refund of the eligible taxes, monitoring the clear diesel
tank will reduce the risk associated with misuse and theft
The Park has a 350 gallon gas tank and a 350 gallon clear diesel tank,
which are not eligible for a refund because the fuel is used exclusively
for “off‐road” purposes. Additionally, neither are monitored by the
FuelMaster system, rather consumption is manually tracked on piece
of paper located on a clipboard in a locked cabinet. The cabinet is
located in the general vicinity of the tanks. Populating the form is
based on the “honor” system, which increases the risk of employees
1

According to VM the reduction to 90% allows for fuel expansion.

For the quarter ending June 30, 2019, DOR established a gas tax refund rate of 0.151; therefore, the maximum potential refund is
calculated to be $2,566.00 [$16,993.43 * 0.151].

2
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either intentionally logging incorrect data, or unintentionally
forgetting to populate the form.
The County should consider monitoring consumption of the Park’s
gasoline and clear diesel fuel tanks by the FuelMaster system. This
will reduce the risk associated with misuse and theft.
Internal Controls for accessing the FuelMaster system need
improvement.
VM current operating practices allow three positions to use the same
login credentials, with administrative rights, to the FuelMaster
system. We were informed by the “primary” user that they spoke with
the FuelMaster system vendor and were informed that it “does not
offer a layer of security…”
We verified with the vendor that although FuelMaster has the ability
to create unique user login credentials, it does not maintain an audit
trail of:
1. When users access the software, e.g. login/logout; or,
2. Which user has modified system data.
Vehicle Maintenance can reduce the risk associated with improper use
or manipulation of FuelMaster data files by assessing if the current
users require the same level of system access and, if appropriate,
implementing individual access controls. Additionally, users should
be provided with adequate and sufficient training on the
features/benefits of the software, including available security features
and system reports.
Segregation of Duty functions for the FuelMaster system need
strengthening.
The primary user of the FuelMaster system is responsible for
ordering, receiving and adjusting fuel deliveries. The foundation of a
good internal control system starts with proper segregation of duties.
For any transaction, the following functions should be performed by
separate individuals:
1. Authorization (approval) of the transaction
2. Custody of the asset associated with the transaction
3. Recording the transaction
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Proper segregation of duties and controls over ordering, receiving and
adjusting fuel deliveries in the FuelMaster system reduces risk
associated with fraud, misuse and inappropriate activity. If these
functions cannot be adequately segregated because of the limited
number of employees, management should implement a
compensating control; e.g. a secondary review/approval process.
What We Recommend
We made 11 recommendations that if implemented will strengthen
the County’s system of internal control over its fuel management by
increasing the accuracy of ending fuel inventory; mitigating the risk
associated with fuel misuse and theft; mitigating the risk of improper
use or manipulation of data files within FuelMaster; and, ensuring
duties are properly segregated, or in the alternative, implementing
compensating controls.
On September 25, 2019, County Administration submitted its
response to the Audit Report (Attachment H) wherein it agreed fully
with recommendations 2‐10, and partially with recommendations 1
and 11.
Martin County Clerk & Comptroller
The Florida Constitution established the clerk of the circuit court as
the local constitutional officer who serves as the public trustee for the
county. In addition to serving as the clerk to the courts, the clerk
provides a county level system of checks and balances through
services as the county comptroller, clerk to the board of county
commissioners, guardian of public and official records, clerk to the
value adjustment board and internal auditor of county funds.
Internal audit activity is established as a responsibility of the clerk of
the circuit court by Florida Constitution Article VIII, §1, cl.(d) as the
“ex officio clerk of the board of county commissioners, auditor,
recorder and custodian of all county funds.” The internal audit activity
is administered on the government operations of the County Clerk,
and its functional divisions, and the Martin County Board of County
Commissioners, and its functional divisions, as specified in the State
Constitution, State Statutes and decisions and opinions of the State
Judiciary.
Background
The GSD designs, constructs, operates, maintains and manages the
County’s 1.2 million square feet of buildings as well as its fleet of 700
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vehicles and heavy equipment. VM is a division within GSD that
provides preventative fleet maintenance, repair and replenishment to
multiple County departments. Additionally, VM is responsible for
overseeing fuel site locations, including: granting access to authorized
users, maintaining adequate fuel supply (gasoline, clear diesel and
dyed diesel and gasoline) and inputting data into, and management of,
the fuel management system.
VM provide the following goals for its management of the County’s fuel
program:
1. Fueling locations have a sufficient amount of fuel.
2. All FuelMaster locations are functioning properly; if not, that
they are within 24 hours.
VM uses FuelMaster to record purchases, monitor consumption and
record inventory for 14 fueling locations. Purchases, consumption
and inventory data maintained in the fuel management system are
instrumental in preparing the County’s quarterly fuel tax refund
application submitted to DOR. It appears prior to quarter ending
December 2017, DOR accepted the County‘s refund application, as
submitted, without documentation supporting the ending fuel
inventory balances listed on the application. However, recent County
submissions have been subject to closer scrutiny.
Currently, DOR requires the County to support its quarterly ending
fuel inventory balance with physical stick readings. Unfortunately, the
operating procedures at VM did not require quarterly stick readings
rather, only an annual reading conducted at the end of the County’s
fiscal year. The conflict between DOR’s quarterly physical stick
reading requirement and VM’s annual physical stick reading practice
has resulted in the County not receiving reimbursement for the taxes
paid on eligible fuel purchases. The following refund applications are
pending:
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Quarter Ending

Refund Amount

March 2018

$28,884.52

June 2018

$29,627.01

September 2018

$29,311.583

December 2018

$28,580.00

March 2019

$29,894.81

June 2019

$29,868.62

TOTAL

$176,166.54

The County does not have a “live” inventory system allowing it to
remotely connect with any of its 14 fueling locations to determine
current amount of fuel in the tank. Therefore, in order to provide DOR
with the information it needed to process the refund application, in
August 2018, VM implemented monthly tank readings. This process
includes County staff:
a) Reading and recording the values on the automatic tank
monitor units [two locations];
b) Reading, recording and converting the values from the level
fuel gauges [three locations];
c) Manually dipping a wooden stick into the tank then reading,
recording and converting the result into gallons [nine
locations].
Furthermore, it is noted that 11 of the 14 fueling locations are
at fire stations located throughout the County. As such, GSD
designated a single employee, who has responsibility for
maintenance and the firehouses, to perform monthly tank
readings.
The results of the monthly tank reading process are manually entered
into the FuelMaster system.
Finally, Financial records maintained in Banner demonstrate that
after performing the physical inventory court in fiscal years 2016,
2017 and 2018, the dollar value of the County’s general ledger fuel
inventory balance was reduced by 23.6%, 11.5% and 23.5%,
3 On or about September 11, 2019, DOR approved the County’s quarter ending September 2018 refund application in the amount of
$23,677.44. DOR stated a letter would be forthcoming explaining the denied portion ($5,634.14).
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respectively. It is noted that a number of factors can cause a difference
between the fuel present in the tanks and what is represented by the
general ledger. Factors include: temperature variations, evaporation,
spillage/leakage, inaccurate automatic tank gauge calibration, water
in the tanks and converting the manual stick reading into gallons of
fuel.
Observations and Recommendations
Observation (1)
Determination of ending fuel inventory needs improvement.
Criteria
Chapter
12B‐5.090(4)(b)3—Refunds
and
Credits—Florida
Administrative Code: “to apply for the refund, a county… that holds a
valid refund permit is required to file an Application for Fuel Tax
Refund with the Department [of Revenue].” The application must be
“filed for each calendar quarter no later than the last day of the month
immediately following the calendar quarter for which the refund is
claimed.”
Internal Audit Review
The County has 14 fueling locations: 11 fire stations, the County
Landfill, the County Sheriff and Aviation Way. Ending fuel tank
inventory amounts are determined using one of four methodologies:
Methodology

Fuel Location

Pneumercator [tank monitor]

Fire Station #30

Veedor‐Root [tank monitor]

Indiantown Annex

Stick Reading

Multiple

Level Gauge

Aviation Way [Stuart]

The Pneumercator and Veedor‐Root tank monitor units are used at
single locations, while the level gauge is used at Aviation Way and by
the County Sheriff. A manual stick reading is used at the remaining
locations.
To assess the accuracy of each methodology we reviewed beginning
inventory, purchases, ending inventory and consumption records for
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the period of October 1, 2018 through April 30, 20194. Our
assessment is based on the following calculation as outlined in the
“Application for Fuel Tax Refund” issued by DOR to be used by
municipalities, counties and school districts throughout Florida:
Beginning Inventory (+) Gallons Purchased (‐) Closing Inventory
= Total [Estimated] Consumption

We compared the calculated “total [estimated] consumption” figure
with FuelMaster system consumption reports for Fire Station #30,
Fire Station #14, Indiantown Annex and Aviation Way [Stuart] for
each month and quarter in which data was available. The following is
a summary of our assessment:
Pneumercator tank
monitor

Fire Station #30 – Pneumercator tank monitor unit
Located in Port Salerno, Fire Station #30 has a single 1,000 gallon
clear diesel tank. Ending fuel inventory is determined by a reading a
numerical value produced by the tank monitor unit.
Clear Diesel
For quarter ending December 31, 2018, our analysis identified that
FuelMaster recorded consumption exceeded calculated consumption
by 1,410 gallons (Attachment A, Chart A.1):
October: 395 gallons (Chart A.2)
November: 717 gallons (Chart A.3)
December: 298 gallons (Chart A.4)
For the quarter ending March 31, 2019, we identified that FuelMaster
recorded consumption exceeded calculated consumption by 2,888
gallons (Chart A.5):
January: 1,790 gallons (Chart A.6)
February: 1,129 gallons (Chart A.7)
March: (31) gallons (Chart A.8)
As shown above, during the period of October 2018 through February
2019, FuelMaster consumption exceeded calculated consumption by
4,329 gallons, however, in March, FuelMaster consumption was less
than calculated consumption by 31 gallons. To explain this reversal,
VM stated that they identified a problem with the fuel dispenser and

4 As stated in the Background Section, because VM did not record monthly ending fuel inventory in FuelMaster until August 2018, the
timeframe of our review was limited.
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provided documentation demonstrating that on February 27, 2019, it
ordered a “pulser” for the dispenser. The “pulser” is used to accurately
record the amount of fuel dispensed.
Since replacing the pulser on March 4th, the Pneumercator tank
monitor unit appears to be an effective fuel monitoring tool.
Furthermore, as illustrated in Chart A.9, for the month of April 2019,
FuelMaster recorded consumption exceeded calculated consumption
by 22 gallons, which appears to be adequate, however management
should establish acceptable thresholds.
It is noted that current operating practices do not contemplate
performing monthly fuel tank reconciliations; however, a monthly
reconciliation could have been an early indicator demonstrating that
Fire Station #30 had a “pulser” issue.
Stick Reading device

Fire Station #14 – Manual Stick Reading
Located in Stuart, Fire Station #14 has a single 500 gallon clear diesel
tank. Ending fuel inventory is determined by manually dipping a
wooden stick into the tank and noting the corresponding depth value
in inches. According to a chart provided by the manufacturer one inch
equals 21.63 gallons. Similar values are provided for in 1/8th inch
increments. The conversion considers the shape, orientation,
diameter, length and height of the tank.
Clear Diesel
For quarter ending December 31, 2018, our analysis identified that
FuelMaster recorded consumption exceeded calculated consumption
by 165 gallons (Attachment B, Chart B.1).
For the quarter ending March 31, 2019, we determined that
FuelMaster recorded consumption exceeded calculated consumption
by 87 gallons (Chart B.5).
Although the manual stick reading process used at Fire Station #14
appears to be effective, the process of determining ending inventory
could be more efficient by installing an automatic tank monitor unit.

Veedor‐Root tank
monitor

Indiantown Annex – Veedor‐Root tank monitor unit
Located in Indiantown, the Annex has two tanks: a 2,000 gallon
gasoline tank and a 1,000 gallon clear diesel tank. Ending fuel
inventory is determined by a reading a numerical value produced by
the tank monitor unit.
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Gasoline
For quarter ending December 31, 2018, our analysis identified that
FuelMaster recorded consumption is less than calculated
consumption by 250 gallons (Attachment C, Chart C.1).
For the quarter ending March 31, 2019, we determined that
FuelMaster recorded consumption was less than calculated
consumption by 223 gallons (Chart C.5).
Clear Diesel
For quarter ending December 31, 2018, our analysis identified that
FuelMaster recorded consumption was less than calculated
consumption by 91 gallons (Attachment D, Chart D.1).
For the quarter ending March 31, 2019, we determined that
FuelMaster recorded consumption was less than calculated
consumption by 66 gallons (Chart D.5).
Collectively, for gas and clear diesel, the Veedor‐Root tank monitor
unit appears to be an effective fuel monitoring tool.
Aviation Way [Stuart] – Level Gauge
Located in Stuart, Aviation Way has two tanks: a 10,000 gallon
gasoline tank and a 10,000 gallon clear diesel tank. Ending fuel
inventory is determined by obtaining the feet and inches reading off
the level gauge. The feet and inches value is first converted into total
inches and then converted into total gallons using a chart provided by
the tank manufacturer. Values are provided for in 1/8th inch
increments. The conversion considers the shape, orientation,
diameter, length and height of the tank.
Aviation Way
Level Gauge ‐ Gas

Gasoline
For quarter ending December 31, 2018, our analysis identified that
FuelMaster recorded consumption exceeded calculated consumption
by 132 gallons (Attachment E, Chart E.1).
For the quarter ending March 31, 2019, we determined that
FuelMaster recorded consumption was less than calculated
consumption by 90 gallons (Chart E.5).
Clear Diesel
For quarter ending December 31, 2018, our analysis identified that
FuelMaster recorded consumption exceeded calculated consumption
by 1,061 gallons (Attachment F, Chart F.1):
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Aviation Way
Level Gauge – Clear
Diesel

October: 272 gallons (Chart F.2)
November: 68 gallons (Chart F.3)
December: 721 gallons (Chart F.4)
For the quarter ending March 31, 2019, we determined that
FuelMaster recorded consumption was less than calculated
consumption by 362 gallons (Chart F.5):
January: (538) gallons (Chart F.6)
February: 98 gallons (Chart F.7)
March: (79) gallons (Chart F.8)
Of particular note is the period between December 31, 2018 at
7:48:02am and January 3, 2019 at 10:08:00am. As illustrated in
Attachment G, fuel inventory fluctuated drastically during this
period. For example, during the period between December 1, 2018 at
12:00:00am and December 31, 2018 at 7:48:02am, FuelMaster system
recorded consumption exceeded estimated consumption by 78.20
gallons, which appears normal. (Chart G.1)
However, during the period between December 31, 2018 at
7:48:02am and January 1, 2019 at 12:00:00am, FuelMaster system
recorded consumption exceeds estimated consumption by 646.00
gallons. Moreover, the “total consumption” calculation used by DOR
results in a negative consumption number, which cannot be accurate.
(Chart G.2) Furthermore, during the period between January 1, 2019
at 12:00:00am and January 3, 2019 at 10:08:00am, FM system
recorded consumption is less than estimated consumption by 597.50
gallons. (Chart G.3)
On June 26, 2019, we sought assistance from DOR in resolving this
discrepancy. We provided DOR with a hypothetical, but similar,
situation and acknowledged that one reason for the discrepancy could
be that the dispensing unit is recoding inaccurate data. DOR offered
the following additional insight:
“The only other thing we can think of is possibly the beginning inventory
may be understated or the ending inventory overstated… If you all are
using stick readings, please make sure the inches are being converted
correctly. If you all are using some type of automated reading, please
make sure they are calibrated correctly.”
Although the discrepancy cannot be definitively explained there are at
least two potential root causes: (1) Adjusting ending inventory to 90%
of the tank capacity; and, (2) dispensing unit is inaccurate.
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Adjusting Ending Inventory
VM staff stated that when the level gauge reading, or other fuel reading
methodology, results in ending inventory in excess of tank capacity, it
will reduce ending inventory to 90% of maximum tank capacity.
Ninety percent capacity allows for fuel expansion.
To illustrate: for the quarter ending June 30, 2019, if the level gauge
reading for a 10,000 gallon clear diesel tank indicated there was 9,953
gallons available, VM would have reported ending inventory of 9,000
gallons. Subsequently, the 9,000 gallons would have been used to
complete the tax refund application. However, this process fails to
consider:
1. According to the manufacturer total tank volume is 10,355
gallons; and,
2. Reducing ending inventory from 9,953 gallons to 9,000 gallons
requires the County to support an addition 953 gallons of
consumption.
As illustrated in Charts E and F, under normal circumstances the level
gauge reading performed by VM appears to be accurate. By extension
if we consider its June 30, 2019, reading to be accurate, the tank would
have been at approximately 96% capacity. Thus no adjustment is
necessary and the County would not have to support an additional 953
gallons of consumption.
Dispensing Unit
A count test is one whereby a pump is tested to ensure it is accurately
recording the amount of fuel being dispensed. A pump is considered
accurate if after 10 “pulses” the resultant volume is one gallon.
On May 21, 2019, VM conducted a count test on both clear diesel
pumps. After 10 “pulses” both pumps dispensed one gallon of fuel. On
July 16, 2019, a similar count test was conducted three times, one after
the other, on both the gasoline and clear diesel pumps. Although each
“pulse” count was correct, VM identified that the first time each pump
was activated it started with a reading of “0.1.” In other words,
although 10 “pulses” resulted in a gallon of fuel being dispensed, the
counter would show 11. It appears this this only occurred when the
pump was inactive for an undetermined period of time because the
other two count tests were accurate.
It is unclear if the initial count test is inaccurate, or in the alternative,
the “0.1” reading is required to prime the pump; however, because it
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only affects the first gallon of fuel dispensed, the overall impact on
consumption is small. For example, during the testing period there
were 10,128 individual transactions at Aviation Way. If the “0.1” error
would have occurred on each transaction, it would have resulted in
excess consumption of about 1,012 gallons, or 0.44% of the total
gallons disbursed.5
Recommendations
1. Vehicle Maintenance should implement monthly fuel tank
reconciliations for each of its fueling locations. Management
should establish tolerance levels whereby further investigation is
required.
Response
The County partially agreed with our recommendation. Specifically,
the County stated that “the Division of Vehicle Maintenance has
implemented a monthly reconciliation for the Stuart site (20,000
gallon gas/diesel) with a tolerance of 10%. Anything over 10% will
trigger further investigation.”
Internal Audit Comment: during our audit Vehicle Maintenance
staff indicated that dispensing units are certified by the State of
Florida as accurate when the margin of error is +/‐ 2%. Therefore,
establishing an internal margin of error rate of 10% appears
excessive. Moreover, as outlined in the Fire Station #30 narrative
during the 5 month period between October 2018 and February
2019, FuelMaster consumption exceeded calculated consumption
by 4,329 gallons. This was due in part to a faulty dispensing unit
that was not identified until on or about February 27, 2019. A
monthly reconciliation almost certainly would have uncovered the
faulty equipment sooner.
In sum, although we understand staffing limitations exist, it
remains our opinion that implementing a monthly reconciliation,
for only the Aviation Way [Stuart] location, in conjunction with a
10% margin of error, is deficient.

5 Unleaded = 6,101 transactions / 102,606.10 gallons
Diesel = 4,027 transactions / 127,117.90 gallons
Total = 10,128 transactions / 229,724.00 gallons
Excess Consumption: (10,128 x 0.1 gallons) = 1,012.80 gallons or 0.44% of total gallons dispensed.
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2. Vehicle Maintenance should perform a cost‐benefit analysis to
determine if installing tank monitoring units will increase the
accuracy and efficiency of determining ending fuel inventory.
Response, in part
The County agreed with our recommendation. Specifically, the County
stated that “the addition of a real‐time monitoring system such as
Veeder Root (VR), will improve the accuracy of the inventory
management… The County will set a goal of getting half of the sites
done by the end of Fiscal Year 2020.”
3. Vehicle Maintenance should perform a cost‐benefit analysis to
determine if implementing a “real‐time” fuel management system
will increase the accuracy and efficiency of determining ending
fuel inventory.
Response, in part
The County agreed with our recommendation. Specifically, the County
stated that it is “evaluating the low‐volume areas to determine the cost
efficiency of implementing VR or whether other options that may be
more cost effective.”
Observation (2)
Internal controls over fuel inventory need strengthening.
Criteria
Government Finance Officers Association (GFOA)—Internal Control
Framework—recommends local government adopt the Committee of
Sponsoring Organizations’ (COSO) Internal Control—Integrated
Framework as the basis for designing, implementing, operating and
evaluating internal control. Internal control is defined as “a process,
effected by an entity’s board of directors, management and other
personal designed, to provide reasonable assurance regarding the
achievement of objectives relating to operational, reporting and
compliance.”
Internal Audit Review
Our audit methodology included visiting fueling locations where fuel
consumption was not being monitored by the FuelMaster system. As
such, we visited the County Landfill (“Landfill”) and Halpatiokee Park
(“Park”):
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County Landfill
Unmonitored clear
diesel tank

Martin County Landfill
On June 5, 2019, we visited the Landfill located at 9101 SW Busch
Street, which has a 1,000 gallon gas tank, an 8,000 gallon dyed diesel
tank (off‐road), a 1,000 gallon clear diesel (on‐road) tank and an array
of other fuel containers.
The following is noted:



County Landfill
Gasoline fuel gauge







Fuel consumption of the 1,000 gallon gas and 8,000 gallon dyed
diesel tanks are monitored by FuelMaster
Fuel consumption of the 1,000 gallon clear diesel is not
monitored by FuelMaster; however, in May 2019 a manual
tracking process [pen/paper] was implemented
The 1,000 gallon clear diesel tank appears to be monitored
electronically (video camera)
Landfill staff does not order specific quantities of fuel; rather it
sends “stick‐read” data to VM, who coordinates delivery with
the vendor
In May 2019, Landfill staff performed a self‐review of assets
assigned fuel keys by VM. This review resulted in outdated
items being removed and new items being added to the
inventory list maintained by VM
Landfill staff has possession of the “black” FuelMaster key
assigned by VM

Purchases for the 8,000 gallon dyed diesel tank are not eligible for the
gas tax refund from DOR because the fuel is used for off‐road
purposes.

Halpatiokee Park
Locked gas tank
June 14, 2019

Purchases for the 1,000 gallon “on‐road” clear diesel are eligible for
the gas tax refund. However, because consumption is not monitored,
and adequate documentation supporting consumption cannot be
produced, the County has not included purchases for this tank in its
refund application. Purchases totaled $16,993.43 during the audit
period. Using the most recent refund rate established by DOR, this
equates to a potential gas tax refund of $2,5662.
Halpatiokee Park
On June 14, 2019, we visited the Park located at 8303 SW Lost River
Road, which has a 350 gallon gas tank, a 350 gallon clear diesel tank
and a variety of gas cans used for park maintenance.
The following is noted:
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Halpatiokee Park
Locked gas tank
July 17, 2019






Halpatiokee Park
Locked diesel tank
June 14, 2019

Fuel tanks are not required to be inspected because they are
less than the 550 gallon threshold established by the Florida
Department of Environmental Protection
Fuel consumption is not monitored by FuelMaster
Fuel tanks are located within a fenced area
Fuel tanks are locked when not in use and the fuel is used
exclusively for “off‐road” purposes, i.e. lawnmowers and other
small engine equipment; therefore, the taxes paid are not
eligible for a refund
Fuel usage is manually tracked and submitted to VM monthly

Because neither of the fuel tanks are monitored through the
FuelMaster system, consumption is manually tracked on piece of
paper located on a clipboard in the cabinet containing the gas cans.
Accuracy of the form is based entirely on the “honor” system.
Although both tanks have gauges, it is unclear if they are accurate. In
fact, the Parks Superintendent informed us that they recently ran out
of fuel6. Moreover, although not required, it is unclear when, or if,
these tanks have been inspected. Nevertheless, the County may
consider it prudent to have the tanks routinely inspected because as
can be seen on the “locked gas tank” photograph taken on June 14,
2019, there appears to have been some leakage.

Halpatiokee Park
Locked diesel tank
July 17, 2019

UPDATE: on or about July 12, 2019, the dispensing unit, filter, and
counter for the gas and clear diesel tanks were replaced. The County’s
proactive approach has reduced the risk associated with a
malfunctioning dispensing unit and fuel leakage.
Recommendations
4. Martin County should monitor the consumption of the Martin
County Landfill’s clear diesel fuel tank through the FuelMaster
system. This will reduce the risk associated with misuse and theft.
5. Martin County should monitor consumption of the Martin County
Landfill’s clear diesel fuel tank through the FuelMaster system.
This will allow the County to include the “on‐road” consumption
on its quarterly “Application for Fuel Tax Refund.”
6. Martin County should consider monitoring the consumption of the
Halpatiokee Park’s gasoline and diesel fuel tanks by the
FuelMaster system. This will reduce the risk associated with
misuse and theft.

6

VM stated that the Park ran out of fuel because it was not timely delivered by the vendor.
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Halpatiokee Park
Gas cans

7. Martin County should implement a routine inspection schedule for
the Halpatiokee Park’s fuel tanks for signs of deterioration,
discharges and water accumulation, etc.
Response, in part
The County agrees with our recommendations.
County stated:

Specifically, the

(a) The Landfill would be converted to the FuelMaster system
within 18 months;
(b) Although the FuelMaster system may not be cost effective for
Halpatiokee Park, it will examine other options including
separation of duties and spot checking to ensure that accurate
monitoring of fuel usage is maintained; and,
(c) A quarterly inspection protocol has been instituted.
Observation (3)
Internal Controls for accessing the FuelMaster system need
improvement.
Criteria
FuelMaster Plus (FMPlus)—User Manual—Chapter 13, titled
Administration, states, “FMPlus security features allow the
administrator to control who has access to what parts of the software
and how that access is managed… [s]ecurity options allow or restrict
access to a wide range of program functions… the Security
Configuration feature lets you define security record requirements
and management settings like expiration dates, number of incorrect
login attempts allowed, etc.”
Internal Audit Review
VM current operating practices permit access to the FuelMaster
system software to the following users:
Primary: Accounting Technician
Secondary: Parts Inventory Coordinator
Backup: Fleet Systems Coordinator
VM offered that because all three positions perform the same tasks,
requiring identical permissions, they use the same login credentials,
to the FuelMaster system. Internal audit was informed by VM that the
FuelMaster system vendor informed them that the software “does not
offer a layer of security… and since we have a unique user id and
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password to login Windows, then ITS [County’s Information
Technology Services] would be able to know who logged in (date and
time)… That is the best we can do as to security…”
After being provided with documentation indicating that the software
had security features allowing an “administrator” to restrict user
access to certain parts of the software, VM provided the following
statement from the vendor:
“Per our discussion, the FuelMaster software’s separate log ins (sic)
feature is to limit permissions for certain users. We do not have a
function for audit tracking. We would not be able to track who made
what changes. In your case, since you need all the same permissions for
each of your users, there would be no benefit to having separate log ins
(sic).”
Moreover, we verified with the vendor that although FuelMaster has
the ability to create unique user login credentials, it does not maintain
an audit trail of:
1. When users access the software, e.g. login/logout; or,
2. Which user has modified system data.
Therefore, because FuelMaster does not have the ability to maintain
an audit trail of user activity, it is important that VM review current
user access and, if necessary, make adjustments.
Information Technology (IT) general controls apply to all systems,
components, processes and data for a given organization or
environment. Implementing logical access controls, a common IT
general control, reduces the risk of improper use or manipulation of
data files and programs by users. Such controls require user
identification and authentication that restrict access to certain data
files and programs while generating audit trails.
Recommendations
8. Vehicle Maintenance should assess if the current users of the
FuelMaster system need the same level of access and, if
appropriate, to reduce the risk associated with improper use or
manipulation of data files, implement individual access controls.
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9. Users of the FuelMaster system should be provided adequate and
sufficient training concerning the features and benefits of the
FuelMaster system.
Training should include a review of the security features and
standard reports available through the software.
Response, in part
The County agrees with our recommendations.
County stated:

Specifically, the

(a) Management will work with FuelMaster/Syntech technicians
to establish appropriate access levels and safeguards; and,
(b) Management will contact the FuelMaster supplier to schedule
appropriate on‐line training.
Observation (4)
Segregation of Duty functions for the FuelMaster system need
strengthening.
Criteria
The COSO Internal Control—Integrated Framework consists of 5
components: control environment, risk assessment, control activities,
information and communication, and monitoring. Control activities
are relevant to our discussion and include the policies and procedures
established by management to mitigate risks associated with
achieving strategic goals and objectives. Risk mitigation activities
include segregating incompatible duties.
Internal Audit Review
The primary user of the FuelMaster system is responsible for
ordering, receiving and adjusting fuel deliveries. The foundation of a
good internal control system starts with proper segregation of duties.
For any transaction, the following functions should be performed by
separate individuals:
1. Authorization (approval) of the transaction
2. Custody of the asset associated with the transaction
3. Recording the transaction
Proper segregation of duties and controls over ordering, receiving and
adjusting fuel deliveries in the FuelMaster system reduces risk
associated with fraud, misuse and inappropriate activity.
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Recommendation
10. Vehicle Maintenance should ensure custody, authorization and
recording of transactions are adequately segregated. If these
functions cannot be adequately segregated because of the limited
number of employees, management should implement a
compensating control; e.g. a secondary review/approval process.
Response
The County agrees with our recommendation. Specifically, the County
stated that “Management is investigating an appropriate control
process, which may include Budget Office personnel.”
11. Should Vehicle Maintenance implement Recommendation 1, it
should ensure the monthly fuel reconciliations are performed by
an individual who is independent from the process of ordering,
receiving and adjusting fuel in the FuelMaster system. If these
functions cannot be adequately segregated because of the limited
number of employees, management should implement a
compensating control; e.g. a secondary review/approval process.
Response, in part
The County partially agreed with our recommendation. Specifically,
the County stated that “monthly reconciliation of all sites is not
possible with the current staffing level. Management will investigate
an appropriate control process, which may include Budget Office
personnel.”
Internal Audit Comment: please see our comments under
Recommendation 1.
Audit Objectives
The objective of the audit is to assess internal controls over the
purchasing, dispensing and ending inventory records maintained in
FuelMaster.
Audit Scope
The scope of this project is from October 1, 2017, though April 30,
2019. Fuel purchases during County fiscal year 2018 total
approximately $1.45 million; while, year‐to‐date purchases for fiscal
year 2019 total about $750 thousand.
The amounts listed above do not include fuel tanks that are not
monitored by FuelMaster. Unmonitored tanks include a 1,000 gallon
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clear diesel tank [on‐road] at the County Landfill and two 350 gallon
tanks, one gasoline the other clear diesel, at Halpatiokee Park.
Our audit was not designed to assess the implementation of the
FuelMaster system with the County’s light‐fleet vehicle inventory. For
example, we did not assess the advantages, or disadvantages, inherent
in the County’s current process of dispensing fuel using “Prokey”
devices versus those available by using FuelMaster’s “Automotive
Information Module” (AIM) technology.
Moreover, our audit did not verify if VM maintained an updated list of
the “Prokeys” issued to the user departments. It is noted however,
that during the course of this audit VM identified certain “Prokeys”
that had not been used during FY18 or FY19. After consulting with the
applicable departments inactive “Prokeys” were inactivated.
Audit Methodology
Audit procedures included, but were not limited to:









Reviewing applicable laws and regulations
Reviewing gas tax refund applications
Reviewing financial records maintained in Banner
Conducting interviews of appropriate staff
Reviewing purchasing records maintained in Banner
Reviewing records maintained by VM staff
Reviewing consumption and ending inventory amounts
in FuelMaster
Visiting County fuel stations

The audit was planned and performed to obtain sufficient,
appropriate evidence to provide a reasonable basis for our comments
and conclusion based upon the audit objectives. This audit report is
intended to provide management, and those charged with governance
and oversight, with information to improve program performance and
operations, reduce cost, facilitate decision making by parties with
responsibility to oversee or initiate corrective action and contribute
to public accountability. We believe that the evidence obtained
provides a reasonable basis for our comments and conclusions based
upon our stated objectives.
Acknowledgement
Internal Audit staff would like to extend our appreciation to Vehicle
Maintenance staff for the cooperation and courtesies extended to us
in the completion of this audit.

Page 23 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT A – Page 1

ATT

Page 24 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT A – Page 2

ACHMENT A – Page 1 ATTACHMENT A – Page 1
ATT

Page 25 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT A – Page 3

Page 26 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT B – Page 1

Page 27 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT B – Page 2

Page 28 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT B – Page 3

Page 29 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT C – Page 1

Page 30 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT C – Page 2

Page 31 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT C – Page 3

Page 32 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT D – Page 1

Page 33 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT D – Page 2

Page 34 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT D – Page 3

Page 35 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT E – Page 1

Page 36 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT E – Page 2

Page 37 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT E – Page 3

Page 38 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT F – Page 1

Page 39 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT F – Page 2

Page 40 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT F – Page 3

Page 41 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT G

Page 42 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT H – Page 1

Page 43 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT H – Page 2

Page 44 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT H – Page 3

Page 45 of 46

Martin County Clerk of the Circuit Court & Comptroller

ATTACHMENT H – Page 4

Page 46 of 46

